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BE CYBER SAFE
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Protect yourself from cyber threats and
online scams by practising four Cyber Tips.
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Beware of
Phishing Scams
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e Think before you click on links
provided in unsolicited emails
and text messages.

e Always check the authenticity of
the email, call or request through
official sources.

* Only download apps from official
apps stores, such as Google Play
Store (Android) or Apple App
Store (iOS).
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Enable 2FA and Use
Strong Passphrases
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Enable Two-Factor Authentication (2FA)
where available and use strong passphrases
to keep your online accounts and personal
information safe.

Create strong passphrases that are easy to
remember by:

e Stringing together five different words,
comprising at least 12 characters, that
relate to a memory unique to you, e.g.
Ihadkayatoastat8am

¢ Using uppercase and lowercase letters,
numbers or symbols to make it stronger,
i.e. IhadKAYAtoastAT8AM!

RAJGEFEEINLE (2FA), HERZEM
SHNEERERFRIKFITAZHNRE,
MEIRELRE ST ANE:
s ZIERENRERENTANL, EDES
RPFRABRRAT AR RIEERENR,
s ERARNEFE, SHEMNNSHEMN
SIRINERDRE

Update Your
Software Promptly
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Software and app updates contain
important security fixes that can help
keep your devices safe from
cybercriminals.

If your software and apps are not up

to date, cybercriminals could use these
vulnerabilities to infect your devices with
malware, steal your data and even take
control of your devices.
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Get more cyber tips at:
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Anti-Virus Apps

70 ScamShield RAHiIEE
RES (Anti-Virus) MBEF

Cybercriminals often target victims
through SMSes or phone calls. Do add
the ScamShield app which can protect
you by detecting scam messages and
blocking scam calls.

Anti-virus apps can detect malware
and malicious phishing links which help
safeguard your devices and accounts.
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Better

than sorry

WWW.csa.gov.sg
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WHAT ARE THE ONLINE DANGERS? OUR DIGITAL USAGE
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PHISHING is a method which cybercriminals
use to trick victims into giving out personal
and financial information such as passwords,
One-Time Passwords (OTPs) or bank account
numbers. Cybercriminals may impersonate
organisations such as the government or
banks and contact you.
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BRARE. The increased use of smartphones and other digital tools has made
life more convenient. Communication apps help us stay in touch with
friends and family, government services & lifestyle apps bring us
convenience, while e-payments & digital banking apps facilitate online
transactions. However, as we go online more often to carry out these
tasks, we are also more exposed to cyber threats such as online scams
and data theft.
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MALWARE is a type of software
that infects your devices and
causes damage, including stealing
your information, corrupting and
even deleting your data. Once
downloaded, cybercriminals

can gain access to your devices,
retrieve your banking credentials
and make withdrawals from your
bank accounts.
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Pause to check and call a family member or friend for advice.
If unsure, call the Anti-Scam Hotline at 1800-722-6688.
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DIGITAL BANKING

Digital Banking Scams

Cybercriminals pretend to be
from the bank, asking you to
follow urgent instructions to
address some bank account
or technical issues, or provide
personal information for

wut Mlaiaage
Today BIF PM

XYZ BANK
PayMowl =

PSS SE SE SF S O SF SE SF S8 SE SF SR S- SF O OF SR S SF S= Sk S8 O%

WA 255 ¥4 7 95 )y
NERLERSRITAT, B
SRIGBER2IER, AL
RATWP AIAE, SuH

Tt Mrs i
Tedsy 229 FM

XYZ BANK
PayMowl :

an offer that may not exist.
They may do so through text
messages, emails, phishing
websites or phone calls to

trick you into giving away your
login credentials and One-Time
Password (OTP).

Be Cyber Safe Checklist

«” Enable Two-Factor
Authentication (2FA) where
available and use strong
passphrases.

« Set up bank transaction alerts
by setting up email or SMS
notifications to help you keep
track of transactions.

& Report to your bank if you
suspect that your account
has been compromised.
Lodge a police report if there
is monetary loss.

attempt

a NEW DEVICE.
If this was

NOT you,
please visit
http:// pay-

nowone.lifel.

¥ Do not contact the organisation via
the contact details provided in the
call or message. Verify suspicious
calls or messages by calling the
official hotline or checking official
app/website directly.

¥ Never share your password,
OTP or personal and banking
information with unverified
sources.

¥ Do not panic. Call your family
members or friends or call the
Anti-Scam helpline at
1800-722-6688 for advice.
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E-COMMERCE

E-Commerce Scams

Cybercriminals use attractive discounts and
offers, to lure you into making purchases
and insist on immediate payment or bank
transfers before delivery.

They may also trick you into clicking on
links or scanning QR codes which will lead
you to websites requiring you to fill in your
personal information. They may also ask
you to download malicious apps which will
allow them to access your devices, steal
your banking credentials and withdraw
money from your accounts.

Be Cyber Safe Checklist

¢ Do not scan QR codes in the
sites. Always go to the store’s form of stickers or flyers placed
official website to see if the deals randomly in public places.

are valid. Verify them with authorities and
business owners.

«” Purchase only from reputable

«” Only download apps from official
platforms, such as Google Play ¥ Never download or grant access
Store (Android) or Apple App to unknown apps as this may give
Store (iOS). cybercriminals access to your
devices and accounts.
& Use only official e-payment apps
(e.g. DBS PaylLah!, GrabPay). ¥ Do not share personal or financial
information unless you are sure it
is a legitimate request.
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Beware of Phishing Scams. If the deal is too good to be true — think again!
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GOVERNMENT SERVICES

Government
Impersonation Scams

Cybercriminals pretend

to be from government
organisations in emails, text
messages or phone calls,
asking you for personal
information or to download
malicious apps to steal your
money. For example, they
may claim to be an officer
from CSA or the Police,
investigating suspicious
activity on your network,
and ask for your personal

information.
Be Cyber Safe Checklist

«” Enable Two-Factor
Authentication (2FA) where
available and use strong

«” Government officials will never ¥ Do not panic. Call your family
demand immediate payment
online or instruct you to transfer
money to any local or foreign
bank account or disallow you
from hanging up a call.

Refer to the list of trusted government-related websites at www.gov.sg/
trusted-sites if the link or email address does not have “.gov.sg” in them.

¥ Never share your password,
One-Time Password (OTP) or
personal and banking information

passphrases. with unverified sources.

members or friends or call the
Anti-Scam helpline at
1800-722-6688 for advice.
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E-payment Scams

Electronic payments (E-payments) are simple and
secure digital transactions. Such services have
changed the way we transact and have increasingly
become a vital mode of receiving payment for
business owners. However, cybercriminals can &
physically tamper with the QR code of your business, T
resulting in customers making payment directly to the
cybercriminal or leading them to websites designed
to scam customers of their personal information.

FCAN FOR PAYMENT

d _r-lEI

Cybercriminals may also contact you through text or
calls, claiming to be a government authority or bank
to “check” on issues related to your business and ask
for your personal information or request for payment
of a business-related fine.

[ BeCyber Safe Checklist )

¥ Do not forget to update your

« Verify suspicious calls
software and apps promptly as

or messages by calling

government/banks’ official
hotline or contacting them via
the official app/website.

Only download banking apps
from official platforms such as
Google Play Store (Android)
or Apple App Store (iOS) and
set up bank transaction alerts
by setting up email or SMS
notifications to help you keep
track of transactions.

cybercriminals can make use
of vulnerabilities to infect your
devices with malware and steal
your data and/or funds.

Do not panic. If you face issues
with payments using SGQR or
suspect fraud, report this to
the financial institution that you
use to process your payment

transactions from your customers.

QR codes are not dangerous but cybercriminals with malicious
intentions could make use of QR codes to redirect users to a

phishing website or initiate a download that contains malware.
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| ARE YOU CYBER SAFE? | Choose the right cyber tip to help you exit the maze.
START

Check that a
link is legitimate

Dowrload
any free a
Download apps from ¥ PR
third-paity sources
Download apps

from official sources

Postpone software
or apps updates

Use birth date Read app Don't
as password reviews use 2FA

Use passphrases with uppercase and
lowercase letters, numbers or symbols

Enable
2FA
Update software
and apps promptly

Don't use ScamShield
or Anti-virus apps

Immediately Add ScamShield
click on a link and/or Anti-virus apps

Cvher safe!
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