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Importance of Cybersecurity Risk Management for Organisations

In the era of rapid digitalisation and increased connectivity, it is crucial that organisations with online
presence are aware of the corresponding cybersecurity risks that arise from such presence and work
to manage them through effective cybersecurity risk management.

With ever evolving cyber threats such as ransomware and phishing attacks, effective risk management
is essential to identify, assess, and mitigate cybersecurity risks. Effective cybersecurity risk
management also facilitates business continuity and limits losses (e.g., financial, reputational, etc.)
that cybersecurity incidents can cause.

The purpose of this advisory is to provide a reference guide for organisations and cybersecurity
professionals to perform cybersecurity risk management and highlight key strategies and best
practices for effectively mitigating cyber threats. This advisory covers the following key topics:

e What is Cybersecurity Risk Management
e Steps Organisations Can Take to Address Cybersecurity Risks

e Identify Cybersecurity Risks

e Analyse and Evaluate Cybersecurity Risks

e Treat Cybersecurity Risks
e Continuous Monitoring and Regular Review

What is Cybersecurity Risk Management

Cybersecurity risk management refers to the process of identifying an organisation's digital assets,
reviewing existing security measures, and implementing solutions to either continue what works or to
mitigate security risks that may pose threats to an organisation. These threats encompass a wide range
of malicious activities, such as hacking, data breaches, phishing, malware, and insider threats.

Steps Organisations Can Take to Address Cybersecurity Risks

To effectively manage cybersecurity risks, it is essential for organisations to understand the nature of
these risks, their potential impact and how cybersecurity risk management relates to the
Confidentiality, Integrity, and Availability (CIA) model? of their critical information and systems.

Protecting Confidentiality

Cyber risk management aims to protect the confidentiality of sensitive information, such as trade
secrets, intellectual property, and personal data. This includes ensuring that unauthorised individuals
or entities cannot access, view, modify, or steal sensitive data and systems.

Ensuring Integrity

Cyber risk management ensures the integrity of data, systems, and configurations. This focuses on
preventing unauthorised modifications, tampering, or destruction that can compromise the accuracy
and reliability of information.

Preserving Availability
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Cyber risk management addresses the availability of systems and services. It aims to minimise
disruptions, downtime, or denial-of-service attacks that could impact an organisation's ability to
access critical resources. The continuous availability of critical systems and services is vital to ensure
smooth operations and mitigate potential disruptions that may impact business continuity.

Identify Cybersecurity Risks

Identification of cybersecurity risks refers to a process that involves identifying potential threats to an
organisation's information systems, data, and assets. Organisations should understand their
cybersecurity landscape and make informed decisions about how to protect against, mitigate, or
respond to these threats through effective cybersecurity risk management.

The following are key components of cybersecurity risk identification that organisations may consider:

i. Asset Inventory

Asset inventory involves the systematic identification and documentation of all digital resources
within an organisation, including hardware, software, data repositories, and cloud services. This
process provides a holistic view of the organisation's digital landscape. Examples of assets include
servers, workstations, databases, and mobile devices. Organisations can rely on automated asset
discovery tools, network scans, and department collaboration to compile a comprehensive inventory.

ii. Data Classification

Data classification is the practice of categorising information based on its sensitivity and importance,
aiding in the prioritisation of protection measures. Examples of data classifications include
unclassified, internal use, restricted, confidential, and secret. Organisations can establish access
controls and handling procedures by having proper data classifications via defining data types,
labelling, or tagging data accordingly to ensure appropriate protection.

iii. Attack Vectors

Attack vectors represent methods that threat actors employ to exploit vulnerabilities and compromise
systems or data. Examples include malware distribution through email attachments (phishing),
exploiting software vulnerabilities, social engineering to trick individuals into revealing sensitive
information, or overwhelming systems with traffic such as DDoS attacks. Organisations can deploy
continuous monitoring of network traffic, scrutinise incoming emails for malicious content, and stay
updated on emerging attack techniques through threat intelligence sources.

iv. External Threats

External threats originate from outside an organisation and encompass risks such as hacker attacks,
cybercriminal activities, hacktivist motivations, and state-sponsored espionage. Organisations can
monitor network traffic for anomalies, analyse logs for suspicious patterns, and utilise intrusion
detection systems and intrusion prevention systems to identify potential risks from external threats.

V. Insider Threats
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Insider threats emerge from within an organisation, including both accidental and deliberate actions
by employees, contractors, or business partners. Examples include employees accidentally exposing
sensitive data, disgruntled employees intentionally causing harm, or contractors mishandling critical
information. Organisations can deploy vigilant monitoring of user activities, access logs, and behaviour
analytics to deter internal threats. Organisations can also conduct periodic security awareness training
to help mitigate accidental threats.

Analyse and Evaluate Cybersecurity Risks

Analysis and evaluation of cybersecurity risks refers to the process of assessing potential cybersecurity
threats and vulnerabilities within an organisation's information systems, networks, and digital assets.
It is important for organisations to quantify, qualify and/or understand the level of risk their
organisation faces from various cyber threats so as to make informed decisions about how to manage
and mitigate those risks.

The following are key components of cybersecurity risk assessment that organisations may consider:

i Qualitative vs Quantitative Assessment

Quantitative risk assessment involves assigning numerical values to risks and quantifying their
likelihood and potential impact in numerical terms. It relies on data, mathematical models, and
metrics like Annualised Loss Expectancy (ALE) for comprehensive evaluation. In contrast, qualitative
risk assessment employs descriptive terms like "low," "medium," or "high" to subjectively gauge the
likelihood of risks and impact without numerical values. Organisations can deploy these two distinct
perspectives on risk management, with quantitative analysis providing precision and financial insight,
while qualitative methods are valuable in providing expert judgment and high-level risk evaluation.

ii. Threat Assessment

Threat assessment is the systematic evaluation of potential dangers to an organisation's information
systems, operations, and data. This includes identifying sources of threats, such as hackers,
cybercriminals, and state-sponsored actors, along with their motivations, which could range from
financial gain to ideological goals. Organisations can rely on threat intelligence sources, historical
threat data analysis, and industry-specific insights to anticipate and prepare for potential risks
effectively.

iii. Vulnerability Assessment

Vulnerability assessment involves identifying weaknesses or susceptibilities in an organisation's
technology infrastructure, such as software vulnerabilities, misconfigurations, or insecure network
settings. These weaknesses can serve as entry points for attackers. Examples of vulnerabilities include
unpatched software, weak passwords, and misconfigured firewalls. Organisations can use scanning
tools, conduct penetration tests, and perform manual assessments to uncover potential flaws that
need remediation.

iv. Security Controls Review

A review of security controls assesses the effectiveness of existing security measures and safeguards,
including firewalls, intrusion detection systems (IDS), and access controls, to ensure they adequately
protect the organisation's assets. These measures form the frontline of defence against cyber threats.
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Organisations can determine the effectiveness of security controls by auditing configurations,
monitoring system logs for anomalies, and performing regular assessments to identify gaps or
weaknesses, ensuring that security measures function as intended.

V. Third-party Risks

Managing third-party risks involves evaluating the potential risks posed by external vendors, suppliers,
or partners that interact with the organisation's systems or data. Organisations can assess the security
practices of their third-party provider to understand potential risks and vulnerabilities.

Treat Cybersecurity Risks

Treating cybersecurity risks refers to the process of reducing or managing the potential negative
impacts and consequences of cyber threats and vulnerabilities via risk mitigation and risk acceptance.

Cybersecurity risk mitigation involves the implementation of strategies, measures, and controls to
minimise the likelihood of cyberattacks and to limit the damage they can cause when they occur.
Organisations can use cyber risk mitigation to enhance their cybersecurity posture and protect its
digital assets, data, and operations.

Cybersecurity risk acceptance refers to a strategic decision to acknowledge the existence of potential
cyber threats and vulnerabilities within an organisation's systems, data, and operations without taking
further actions to invest in additional cybersecurity measures or controls to eliminate or minimise
those risks. It reflects an organisation's willingness to operate within a specific range of risk based on
factors such as business objectives, available resources, and risk appetite. The decision to accept risk
has to be periodically reviewed and reevaluated as the cybersecurity landscape evolves and the
organisation's circumstances change.

The following are key components of cybersecurity risk mitigation that organisations may consider:

i Security Controls

Security controls involve deploying technical safeguards like firewalls, intrusion detection systems,
intrusion prevention systems (IPS), and antivirus software to protect digital assets. For example,
firewalls act as digital barriers, preventing unauthorised access, while IDS continuously monitors for
suspicious activities. IPS can actively block threats, and antivirus software identifies and removes
malware. Organisations should regularly ensure that their intrusion detection signatures are updated,
IPS policies are current, and antivirus signatures and definitions are up to date.

ii. Patch Management

Patch management is the practice of identifying, testing, and applying software updates or patches to
address known vulnerabilities. For instance, this could involve the timely application of operating
system patches to fix security flaws or updating software applications and firmware on devices.
Organisations can create a comprehensive inventory of software that requires updates, monitor
vendor updates, test patches in a controlled environment before deployment, and ensure the timely
application of patches to minimise the window of vulnerability.
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iii. Access Control and Authentication

Access control restricts user access to specific resources, while authentication ensures that users are
who they claim to be. An example of access control is limiting access to confidential data to authorised
personnel, while multi-factor authentication, which requires a password and a fingerprint scan, is a
strong authentication method. Organisations can deploy access control and authentication involving
implementation of access policies, set up of permissions, and use of technologies like role-based
access control (RBAC). Organisations can also consider implementing multiple authentication methods
such as passwords, biometrics, smart cards, and token-based systems for their various products and
services.

iv. Redundancy and Failover Systems

Redundancy involves having backup systems or components in place, while failover systems
automatically take over when the primary system fails. Examples include backup power supplies,
mirrored data centres, or redundant network connections. A failover system might seamlessly switch
to a secondary server if the primary server experiences a hardware failure. Organisations can
implement redundancy and failover systems involving the configuration of backup systems, the
establishment of failover protocols, and conducting failover testing to ensure smooth transitions.

The following are key factors of cybersecurity risk acceptance that organisations may consider:

i Risk Tolerance Threshold

Different organisations could have varying levels of risk tolerance when it comes to cybersecurity.
Before acceptingrisk, it is essential to perform a cost-benefit analysis and establish clear risk tolerance
thresholds, define the level of risk the organisation is willing to endure based on financial capacity,
strategic goals, and regulatory compliance. Organisations may consider accepting the risk of minor
service delivery disruptions and downtimes that do not significantly impact the availability of systems
and services, understanding that the cost of extensive security measures may exceed the potential
loss.

ii. Risk Acceptance Policies

Risk acceptance polices are part of an organisation’s risk management framework that outlines the
procedures, criteria, and decision-making processes for accepting specific risks. These policies will
provide guidance on how an organisation should deal with cyber risks that fall outside its risk tolerance
or those risks for which mitigation measures are deemed impractical or cost-prohibitive, allowing for
consistent decision-making across the organisation.

iii. Risk Ownership

Risk ownership refers to the assignment of responsibility for managing and mitigating a specific cyber
risk within an organisation. It involves designating an individual or a group of individuals who are
accountable for understanding, assessing, monitoring, and taking appropriate actions to address a
particular cyber risk. This helps to ensure that risks are actively managed and that necessary actions
are taken to prevent or mitigate negative consequences. Organisations can assign ownership to
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ensure accountability and oversight, such as designating the IT department as responsible for the risk
of occasional network disruptions.

iv. Stakeholder Alignment

Stakeholder Alignment is the process of ensuring that the interests, goals, and expectations of various
stakeholders within an organisation are in harmony and well-coordinated. Ensuring alignment among
key stakeholders, including senior management and the board of directors, with the organisation's
approach to risk acceptance is critical. It promotes a unified understanding and consensus regarding
the organisation's risk strategy.

Continuous Monitoring and Regular Review

Continuous monitoring and regular review in cybersecurity risk management refers to the ongoing
process of systematically tracking, assessing, and evaluating an organisation's cybersecurity posture,
vulnerabilities, and threats over time. It is essential for maintaining a strong and resilient cybersecurity
program and adapting to the ever-evolving threat landscape.

The following are key components of continuous monitoring and regular review that organisations
may consider:

i Regular Security Audits and Assessments

Regular security audits and assessments involve periodic evaluations of an organisation's security
posture, including reviewing security policies, configurations, and practices. For example, this can
entail conducting vulnerability assessments and penetration tests to identify weaknesses.
Organisations can perform vulnerability scanning on their environment through ethical hacking
exercises and conduct systematic review of audit logs, security controls, network configurations, and
user permissions to uncover potential security issues.

ii. Logging and Monitoring

Logging and monitoring are essential for real-time threat detection and incident response. This
practice involves continuous analysis of network traffic, system activities, and user behaviour for signs
of anomalies or threats. For example, monitoring can include the analysis of log files for suspicious
activities or unusual login attempts. Organisations can conduct logging and monitoring of their
environment by setting up monitoring systems like Security Information and Event Management
(SIEM) solutions, as well as the establishing of alerting mechanisms to notify their security teams of
potential incidents. The detailed logs of these SIEM solutions can provide relevant data for forensic
analysis and incident investigation.

iii. Business Continuity and Disaster Recovery Testing

Continuous testing of business continuity and establishing of disaster recovery plans ensures that
critical systems and data can be restored in the event of cyber incidents or disasters. Organisations
can perform regular testing, document results, and refine recovery procedures based on test
outcomes to minimise downtime in case of a cyber incident.
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iv. Security Awareness and Training

Security awareness and training refers to the educational initiatives and activities within an
organisation aimed at enhancing employees' knowledge of cybersecurity best practices. Organisations
can track and assess employees' responses to training, monitor their adherence to security policies,
and evaluate the effectiveness of security awareness programs via metrics like reduced click-through
rates on phishing simulations and increased incident reporting.

By adhering to the abovementioned recommendations, organisations can establish robust
cybersecurity risk management practices. Implementing these measures for cybersecurity risk
management is essential to mitigate risks, protect sensitive data, and enhance employee awareness.
In conclusion, effective cybersecurity risk management is not only imperative for compliance but also
a strategic enabler for any organisation.
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