
Cybersecurity and Data Protection
Codes, Certification and Enablers

• Comply with Cybersecurity Code of Practice (CCOP) or Standards of Performance in accordance to the Cybersecurity Act

• Consumer smart devices – Apply for the Cybersecurity Labelling Scheme (CLS) to rate devices according to their levels of 
  cybersecurity provisions
• IT security products – Apply for the Singapore Common Criteria Scheme

• Assess your organisation’s digital maturity and extent of personal data processed
• Apply for the relevant certification/scheme, or refer to the relevant codes and enablers

If you are a 
Critical Information 
Infrastructure 
(CII) owner:

If you are a 
manufacturer of:

If you are an 
enterprise owner:

GETTING READY
FOR THE DIGITAL ECONOMY

GROWING
IN THE DIGITAL ECONOMY

LEAPING AHEAD

Enabled by:
∙  Cyber Essentials as-a-service
∙  Cybersecurity toolkits

DATA 
PROTECTION
As a company 
increases its 
collection and 
use of personal data

CYBERSECURITY
As a company 
increases its level 
of digitalisation

https://www.csa.gov.sg/Legislation/Codes-of-Practice
https://go.gov.sg/cyber-essentials-csa
https://www.csa.gov.sg/sgcybersafe?utm_source=csa&utm_medium=csa&utm_campaign=marks
https://go.gov.sg/cyber-essentials-csa
https://go.gov.sg/cyber-trust-csa
https://www.imda.gov.sg/programme-listing/data-protection-essentials
https://www.imda.gov.sg/programme-listing/data-protection-trustmark-certification
https://www.csa.gov.sg/Programmes/certification-and-labelling-schemes/cybersecurity-labelling-scheme/about-cls
https://www.csa.gov.sg/Programmes/certification-and-labelling-schemes/csa-common-criteria/about-cc

