


everyone is playing 
sugar crush now!

 I’ll need to get in on 
the game!

What? 
It’s not a free game?

Hmm… 
there must be a 

free version 
somewhere… 

Found it!

Grr… this website has so 
many advertisements! And 
the icon looks different.

BAH!
Who cares? I 

can download it 
for free now!

That must be 
Asher. Just in 

time!

Kamal’s house

Sugar 
      Crush

$9.
99

FREE!!
MORE GAMES!!!!
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Hey Asher! Are you 
ready for…

 Sugar Crush?!?!

No way! 
You managed to 
download it?

Even better! For FREE!

Wow! I want it too! 
Send me the link to 

download!

Here! Let me 
install it for you. 
What’s your lock 

screen passcode?

You know it! 
It’s my 

birthday!
DUH!

Alright! Now we 
can challenge 

each other 
anytime, anywhere!

Woohoo! 
Thanks to 
your free 

APP!

One good deed 
deserves 

another! Here are 
some extra notes 
from yesterday’s 

class. 

Woohoo! We make the 
perfect team!

Doesn’t your 
computer have some 
anti-virus thing to 

scan devices that you 
plug in?

Who needs that?  It 
makes things soooo 

sloooooow…

DOWNLOADING
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Dangerous activity going on 

at Sector 268

Looks like the 
attack is coming 
from different 

parts of the 
world! 

Hmph… 

Haven’t you heard, there are tons of 
scammers out there these days. You 

can never be too sure.

That’s what we’re here for!

C’mon Synthia, 
ready to defend 

cyber space? I’m always ready.

Cyberdome hq
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AIDEM, 
please run a background 

check on that
fraudulent website. 

Thank you!
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ACCEPT

CONTACTS

DATANOTES

PHOTOS

Just give it to 
them and get on 
with our game!

Yeah, let’s just 
accept everything...

STOP
!!

Stop complaining! 
We got it for free 

right?

Alright! Enough 
chat! Get ready 
to be CRUSHED!

Or I’ll CRUSH you!

WHAT?! We’ve 
wasted enough 

time! What’s this?

kamal’s House

Finally! It took sooo 
loooong to download 

and install!

Looks like they want access 
to our photos, contacts, 

notes and browsing data on 
our phones!

INSTA
LLED
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Just a minute guys! 
Im CRYPTO.

And I’m Synthia. 
We’re guardians of the 

cyber world.

Aidem, has this phone 
been compromised?

What? 
Why? Did we do 

anything wrong?

You made a few mistakes guys. 

First, you downloaded a 
game from an unofficial 

site. You should only 
download apps from the 

official stores. 

and Asher, you should set 
strong passwords for your 
phone’s home screen! Your 

birthdate as a password is too 
easy to guess. Always set 

strong passwords for all your 
accounts and devices.
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You almost accepted the 
app’s request to access all 

the information on your 
phones! 

And kamal, you didn’t have 
any anti-virus installed 
on both your laptop and 
mobile phone! That’s as 
dangerous as leaving 
your front door open! 

Asher, I’m pretty sure 
your USB drive is now 

infected with viruses since 
it was plugged into kamal’s 

laptop.  

And I’ll have to 
do a thorough 
scan of my USB 

drive!

I’ll install 
an anti-virus 

now!

we will be careful when sharing our 
personal information like birthdateS, 
addresses, phone numbers and photos 

online.

Your personal data, photos 
and videos could have been 
posted online or even sold 

to fraudulent parties!

to be continued ...
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19  25  13   2  15  12  19

14  21  13   2   5  18  19

12  15  23   5  18   3    1  19   5

21  16  16   5  18   3    1  19   5

CRYPTOGRAPHY

1 2 3 4 5 6 7A B C D E F G

H I J K L M N

O P Q R S T U

V W X Y Z

8 9 1 0 1 1 1 2 1 3 1 4

1 5 1 6 1 7 1 8 1 9 2 0 2 1

2 2 2 3 2 4 2 5 2 6

Use the letters assigned to the numbers 

to find out what you should include to 

create a strong password!

A STRONG PASSWORD
CONSISTS OF…
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Page 8 & 9 answers:

Scenario 1 
  You receive an email with the
  subject heading “photos from
  last Friday’s party” from your
  friend. However, you did not
  attend a party last week. When
  you open the email, your name
  appears right at the top of the
  email and you see an
  attachment. What should you
  do?
Discussion pointers for 
parents
- What are the telltale signs of
  phishing emails? 

- What other steps should be
  taken before you click on
  email attachments or
  hyperlinks?

Discussion pointers for parents
-  What types of information would be considered as 
   “too personal” and should not be openly shared
   with online parties?
 
-  How can you find out if a mobile phone app has a
   data protection policy?

-  Why is it important to ensure that the apps you
   use have a data protection policy?

Scenario 2
   Nicole’s parents notice that she has been using a
   mobile phone app called “Find a Friend Nearby”,
   where users can chat with other online users
   nearby. Nicole’s parents note that she has been 
   chatting frequently with another user, Ash49,
   on the app, and sharing information such as
   home address and school details. Furthermore,
   the app has access to her location and does not 
   have a data protection policy in place.  
   

PARENT 

CHILD 

ACTIVITY

https://www.pdpc.gov.sg/resources/for-individuals
https://www.csa.gov.sg/gosafe
online/go-safe-for-me

symbols
numbers
lowercase
uppercase

Discuss the above 

scenarios with your parents

A strong password 
consists of ...
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