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Peter (not his real name) was at 
his grandparents’ house browsing 
through his favourite shopping app.

There is nothing that Peter enjoys more than shopping – online shopping, that is! As 
usual, Peter opened his favourite app and was soon engrossed in comparing prices, 
reading user reviews and searching for the best deals.

A brand new mobile phone going for only $800! 
With his interest in the latest tech devices, 
Peter knew it was worth more than $1,200. 
He had to make his move – fast!

When he saw the product listing, 
Peter almost dropped his phone in shock.

Peter_2009

Bestseller78

Hello, is this phone 
still available?

Hi, yes still available. Please make deposit to confirm the 
order. There are many buyers interested.

One night

CASE STUDY:  ONLINE SCAM

His heart was pounding with trepidation at the thought that the phone may already 
have been sold. Who could resist such a good deal? Thankfully, the seller, ‘Bestseller78’ 
replied almost immediately with the good news.

Based on a Singapore Police Force case study
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Peter_2009

Ok, what is your bank account number? I’ll transfer the money now.

Of course! Peter knew that there had to be many others keen on this unbelievable offer. 
He replied without hesitation.

After the seller replied with his bank account details, Peter approached his grandfather 
for help to transfer the money. 

Grandpa! I need $300 to place a 
deposit on the new mobile phone. 
The seller is selling it at a good 
price and he needs the money to 

be transferred now.

Young people nowadays, 
spending so much money 

on handphones…

After Grandpa 
made the deposit, 
Bestseller78 messaged 
Peter an hour later.

Bestseller78

I have another interested buyer. Transfer 
$400 to me to confirm this deal.

Peter ’s eyes almost popped out of his head. Sweat dripped down his brow as he 
clutched his phone. He couldn’t let this amazing deal slip away! Taking a deep breath, 
he yelled, “GRANDPA!!!”

At first, Grandpa was hesitant to make the transfer a second time. 

“Another few hundred dollars again?” Grandpa shook his head, then looked 
concerned. “Ah boy, are you sure that this is not a scam? I just saw on the 
news last week that…”
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Peter paced up and down in the living room. He was nervous. It was already 3pm 
and Bestseller78 was nowhere in sight.

Could it be that the seller was lost? A million possible scenarios flashed through 
his mind. 

Just at this moment, he received a message from the seller. 
Bestseller78 asked for an additional $436 for VAT and delivery insurance. 
Peter ran to Grandpa and urged him to make a transfer one last time as the seller 
was already on his way. Afraid of disappointing his grandson, Grandpa transferred 
the money.

Soon after, the seller requested for a sum of money 
for the fourth time. At this moment, Peter started 
to feel something was amiss. 

It didn’t help that Grandpa had decided to tell 
his mother about the bank transfers and how 
the seller was requesting for yet another sum 
of money. Peter ’s mother rushed back home 
from work and demanded that Peter explain 
what happened.

“Of course not, Grandpa!” Peter interrupted.

He just couldn’t help himself. As precious seconds slipped by, Peter grew more and 
more worried that the phone would be snapped up by another astute buyer.

Success! Peter was over the moon. The brand new phone would soon be his! 
But little did he know...

Bestseller78 had promised to hand-deliver the phone to his house at 1pm the next day. 
All Peter had to do was wait...

Look, I even have the seller’s 
home address here, and a 

picture of his NRIC. Nothing 
can go wrong!

The next day…

Grandpa sighed. He had a weak spot 
for his one-and-only grandson, and 
could not bear to disappoint him.

“Ok…” he muttered.
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For more information about combating scams, visit scamalert .sg or 
call the anti-scam helpline at 1800-722-6688 .

Peter_2009

Bestseller78

Where are you?????

I have another buyer. Transfer $500 to confirm your order.

The seller ’s response was immediate this time. 
But the contents of his message had Peter 
boiling with rage.

“You did what?!” Mother screamed in disbelief. “I can’t believe you gave money 
to a stranger just like that! And not once or twice, but three times!”

Peter tried to convince his mother that the phone will be delivered soon, and checked 
his phone for what felt like the hundredth time that day.

This is 
ridiculous!

Mom huffed when Peter showed her the latest message. 

Mom was furious! Her eyes flashed angrily, and she grabbed her keys off 
the coffee table...

What’s the 
home address? We’re 
going over to get 
our money back – 

RIGHT NOW!

To avoid making the same mistake,  here’s what you can do:

 •  Stranger Danger! Don’t believe everything you see online, as scammers can use an 
identification card or driver ’s licence that does not belong to them to gain your trust. 

•   Don’t assume that just because the seller uses a local bank account, it is safe. The 
owner of the account may not be the person you are communicating with online. 

•   Where possible, insist to pay cash on delivery. If the seller insists that you pay in 
advance, use shopping platforms that only release your payment to the seller after 
you receive the item.

•   Before performing a transaction on an online shopping site, find out how the website 
safeguards your interest in the event of a dispute with the seller.

The victim never got his money back. When they showed up at the address provided by 
the offender, the victim and his mother found that no such person lived there. Instead of 
getting a good deal, the victim lost a total of $1,136.

Tempted by a deal that seemed too good to be true, the victim had fallen prey to an 
online scam. 
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Act out this scene with your classmates. Find out what 
happens when Student K and L connect to an unsecured 
public Wi-Fi network and encounter a fake news article! 

Student K Student L Café staff Crypto       Synthia

Character List:

Scene: Two students, K and L, are in a café to complete 

their project work over the weekend.

Student K: I need to connect to the Internet 
to download a file for my project but I have 
exceeded the data limit for my mobile 
phone. Let me check with the café staff if I 
can tap on their free Wi-Fi...

Student K to café staff: Hey! Can I have your 
Wi-Fi network name and password please?  

Café staff: I’m sorry but we do not have a 
Wi-Fi network here… you will have to use 
your mobile data.  

Student K speaks to Student L: How can that be? I’m sure every café has Wi-Fi.  

Student K: A-ha! I found a Wi-Fi network and it isn’t password protected. Let’s 
connect to it! 

Are you

S.U.R.E ?
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Free Wi-Fi?
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Scene: Enter café staff, who happens to be cleaning the 

table beside them, and overhears their conversation.

Student L: Great! I will connect to it too and login to my Facebook account before 
getting started on my project.  

Student L to Student K: Wow, did you read about this? All schools in Singapore will 
be closed for a week due to the haze!

Student K: Are you serious? Share the good news with our classmates immediately!

23

Café staff: Are you sure? Did you check with your teacher if this is true?

Student L: Of course it is true! I saw this on my friend’s Facebook post. 

Student K: Why should we listen to you anyway? You lied about your Wi-Fi network.

Café staff: What do you mean? We really don’t have a Wi-Fi network here!
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Scene: Enter Crypto and 
Synthia, who walk into 
the café at this time and 
approach the students. 

Crypto:  Hold on! Did you know that you should not connect to unsecured 
Wi-Fi networks? Your personal information such as your account login 
details could be stolen by cyber criminals!

Synthia: Cyber criminals can eavesdrop on what you are browsing, and 
steal sensitive information such as your usernames and passwords!

Student K: Oh no, I didn’t know that it could be so serious!

Crypto: You should also avoid spreading fake news. The article you came 
across is fake!

Student L: But how do I know whether it is fake?

Synthia:  Always be S.U.R.E. before sharing news articles. Firstly, look 
at the ‘Source’, is it trustworthy? You must ensure that the source of 
information is credible and reliable.

Crypto: Secondly, do you ‘Understand’ what you’re reading? Search for 
clarity and look for facts rather than opinions.

Synthia: Thirdly, always do your ‘Research’! Do not rely on one source. 
Always investigate thoroughly before making a conclusion by checking 
and comparing the information with multiple reliable sources. 
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Crypto: And finally, ‘Evaluate’ the article and exercise fair judgement. Look at 
the article from different angles. There are at least two sides to every story. 

Student L: I’m sorry, I didn’t mean to spread fake news. What should I do now?

Crypto: You should delete your post and inform your friends that the article 
is fake! 

Student K: What about our online accounts? Is it safe?

Synthia: You should change your passwords for your accounts immediately. 
Always remember that nothing is private on unsecured public Wi-Fi networks. 
You should only use it for general Internet surfing.

Crypto: Remember, we need to guard against threats online. As part of Digital 
Defence, we must be secure, alert and responsible online! 

Café staff: Thanks for saving the day, Crypto and Synthia! Let’s take a photo 
together to remember this eventful day and we can safely share this photo on 
Facebook!
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Discuss these 
Discuss these 

questions with 
questions with 

your class !
your class !

  What are the risks 

associated with using 

unsecured Wi-Fi networks?   

What does S.U.R.E stand 

for and how do you 

apply this to identify 

fake news?
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