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GO SAFE ONLINE
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Prevention is key in the fight
against cyber threats. Just as
we lock our doors to keep
burglars out, we must secure
our devices to keep ourselves
safe from cyber criminals.

In this booklet, you’ll find 4
simple tips to go safe online.

Get more tips at:
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Use anti-virus software
on your computer and
mobile devices to prevent
malware infections.

Like computers, your mobile
devices are vulnerable to
malware infections too. Once
infected, your devices could
slow down and malfunction and
your data could be corrupted,
stolen or even deleted. Use an
anti-virus app downloaded from
official app stores to protect
your devices.

At minimum, an anti-virus
software should have these
features:

AUTOMATIC UPDATE
AND SCAN
Provides up-to-date

protection against the
latest threats

MALWARE REMOVAL
Removes malware from

infected devices
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Update your software
promptly to keep sensitive
information safe from
cyber criminals.

Software updates contain
important security fixes that
address known vulnerabilities
and bugs. Promptly updating
your apps limits the amount
of time that cyber criminals
have to find and use these
vulnerabilities.

To minimise disruptions to
your daily routine:

Enable automatic
updates over Wi-Fi
Schedule updates to

install overnight when
your device is plugged in
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Use strong passwords FEHEEEL 129FHFIR
of at Lleast 12 characters 2SN, HEHWE

and enable Two-Factor | ST &L s
Authentication (2FA), such TAIEZNRE(2FA), Bl0ZEES
as a token, for your online HERER.

accounts.

Cyber criminals can easily ML LR HIREI R 2 MHRAY
guess weak passwords. T, ATIRIPIEHIK A, 55
To protect your accounts, WE AR S NE, 24

it is essential to use a strong MBI BB K (S E D
=)

password. A strong password P N
is long (at least 12 characters) 1215 5) FERBNASH.

and random.

Here’s how to create a LT EinfEelg—1 <2

strong and memorable S 2 e B0 YL
password:

Pick five or more words ik = s N5 EMERI2I1Z 48

that relate to a memory P30SR

that is unique to you.
, . . T‘ﬁl &TE%E’JLEEF, AEFEH
Don’t use information

your name, mobile number Eiﬁﬂ_&._El El,Hﬂo
and birthdate, in your
passwords.

Learnt to ride a bicycle at five




Use a mix of uppercase BB KNS FEE, SREE
and lowercase letters, BEERK.
numbers or symbols.

learnttoRIDEabicycleat5

Use different passwords AARE BRI ML MW R ERARR

for your online accounts. Eali'.ﬁgo

For an additional layer of ATIRELE, BAEHME
security, enable 2FA for your 3= ('E’,?EEE F oI AT i E)

online accounts, including . N,
email and social media. BENWEINIELNEE(2FA),

This means that you have to EXRREMIRBATERR

identify yourself by providing: I8E &4

SOMETHING
YOU KNOW

(Password) (One-time password (Biometrics)
from a 2FA token)

BHER

(% 1) (WEINIEE A9 4 A 25 (9%
R HH—RIEE D) S WHFE)




Spot signs of phishing,
such as suspicious links,
to protect yourself from
cyber criminals.
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Phishing is a method which
cyber criminals use to
fraudulently obtain your
personal and financial
information such as your login
details, bank account and

) 4% 54 £ 2 ) 4% SE A0 A SR IR BRA
AFMEER (BINERER.
RITIK PFIE RS 50) B9—7
Fit. MEFILS BT B HRFIE
MEEE, RIPEMASIEER
crealt card numbers. They KPR IRER 2 R, — B85
isguise themselves as a
legitimate individual or BIADARH, INREEERE
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reputable organisation,
through channels such as
email and instant messaging.
Once cyber criminals obtain

your personal information,
they could access your
online accounts, and even
impersonate you to

scam others.

To prevent yourself from
becoming a victim of phishing
attacks, learn to spot the
tell-tale signs. When in doubt,
contact the company directly
to clarify, but don’t use the
contact information provided in
the email. Otherwise, delete
the email immmediately.
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Anatomy of a phishing email

ST EI BT b

Can you spot the signs of phishing?
e IR BB ER RS B R IG?

o [URGENT] CLAIM YOUR GIFT CARD OR ACCOUNT WILL BE DEACTIVATED

From: SGSHOPPING <sgshopping@s1231.net> 1
Date: 11 April 2018, 12:42 AM
To: John Tan

Subject: [URGENT] CLAIM YOUR'GIFT/CARD OR ACCOUNT WILL BE DEACTIVATED 2/

= UCE R B Gift-Card-Redemption.exe (150kb)[6]
Dear John,

3
Congratulations! We are pleased to inform you that you have won a $100 gift card
for our monthly lucky draw! www.253749.co/du3IFk | (1
osimply log on to www.sgshogging.com[k fill up the attached document with your

NRIC, address and bank account details [teNeEl s RYelieliiqe-T(eH .

Failure to claim your prizelwithin' 24 hours will resultin the permanent deactivation'
of your account.

Sincerely,
Customer Service

. [URGENT]

www.paypal.com CLICK NOW!!

http://www.paypal.com

Mismatched and Use of urgent or Promises of
misleading information threatening language attractive rewards
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Requests for Unexpected emails Suspicious

confidential information HPEE AL H R R attachments
EERBAANE T # T &% B B 44




CARA-CARA
MEMASTIKAN KESELAMATAN
DALAM TALIAN
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Pencegahan penting dalam
memerangi ancaman siber.
Sama seperti kita mengunci
pintu rumah kita untuk
menghalang pencuri daripada
menceroboh masuk, kita harus
memastikan peranti-peranti
kita selamat daripada
penjenayah siber.

Dalam buku kecil ini, anda akan
mendapati 4 panduan mudah
untuk selamat semasa dalam
talian.

Dapatkan panduan
selanjutnya di:
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Gunakan perisian anti-virus
pada komputer dan peranti
mudah alih anda untuk
mengelak daripada jangkitan
perisian hasad (malware).

Seperti komputer, peranti
mudah alih anda juga terdedah

kepada jangkitan perisian hasad.

Sebaik sahaja dijangkiti, peranti
anda boleh menjadi perlahan
dan rosak, malah data anda
boleh dicemari, dicuri atau
dipadam. Gunakan aplikasi
anti-virus yang dimuat turun
daripada kedai aplikasi rasmi
untuk melindungi peranti anda.

Perisian anti-virus harus
sekurang-kurangnya
mempunyai ciri-ciri berikut:

e KEMAS KINI DAN

IMBASAN AUTOMATIK
Menyediakan
perlindungan terkini

terhadap ancaman-
ancaman terbaru

PENYINGKIRAN
PERISIAN HASAD
Menyingkirkan perisian

hasad daripada peranti
yang telah dijangkiti
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Kemas Rini perisian anda o misaflsr 1psdHwimrer

dengan segera untuk BBAUNH®ET G)enewT iL1ds
@mmsurraﬂa;srﬂl_ﬂ@mg,j

memastikan maklumat LITGISTLILISHE; 2_HIseT

sensitif selamat daripada QusTAUTmeaT 2 1L siguirasL
penjenayah siber. LSIL1L95; 315 C\5 T6iT(ErH EIS6IT-

Kemas kini perisian QeTuTHeT Ll seflsv,
mengandungi pembetulan Sflwiuc L urgiyser
keselamatan penting yang wppId temipsemers sHGlimb
: PSENLDTEST LITHIBTLIL| H)DFBISHET
menangani kelemahan dan . .=
.. ) ) B (H&HGLD. 2_Biger QFwedsener
pepijat yang dikenali.

2 L erigwmsls Lgliilds@nGumgi,

Mengemaskini aplikasi anda @ ewewtiss GHneuTeilser @)ssmami
dengan segera membataskan urglliLsevernd sty SgI,
jumlah masa yang penjenayah SjuDeDMLI LIWSTL(HSSHISMNETET STV

siber punyai untuk mencari dan SusTsd s HUUBHSSILGSDSI.
mempergunakan kelemahan ini.

Untuk mengurangkan 2_BISEHEDL_ U STHTL

gangguan kepada rutin BL6MIGEHEDHBSHTV @)ewL_upmi
harian anda: THUBUMSE GMDUILISDS:
Aktifkan kemas kini sLiluflevevr 3)smewTuid
6 automatik melalui Wi-Fi 6 Gremauuilesr (Wi-Fi)
CLPSVLD STesilidsasLi
Yygitiiysenerd
@ Jadualkan kemas CIF WL (HSSIBISH6T
kini untuk dipasang
semalaman semasa o _BIGET FTSHEUTLD
peranti anda sedang @ @rallsd WleTGerHmLd
dicas QaquuJuu@w GG)JGD')QTUﬂG‘O,
yaidliiysenerd
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Gunakan kata laluan yang
kukuh yang terdiri daripada
sekurang-kRurangnya 12 karakter
dan aktifkan Pengesahan Dua
Tahap (2FA), seperti token, untuk
akaun-akaun dalam talian anda.

Penjenayah siber boleh
meneka kata laluan yang
lemah dengan mudah. Untuk
melindungi akaun anda,
penting untuk menggunakan
kata laluan yang kukuh. Kata
laluan yang kukuh seharusnya
panjang (sekurang-kurangnya
12 karakter) dan rawak.

Berikut adalah cara untuk
mereka kata laluan yang
kukuh dan mudah diingat:

Pilih lima atau lebih
perkataan berkaitan suatu
memori yang unik kepada
anda.

Jangan gunakan maklumat
peribadi anda seperti
nama, nombor telefon
bimbit dan tarikh lahir,
dalam kata laluan anda.

B\wemTISSHD 2 6iTaT 2_BISEHEDL I

BT @B EHEHE: HODHSSHI 12
TULDHBHI (HIHHBENTI C\dBTevorL_
Ul LOWITRT HL_6JFO\FTHESVATLI

LwsTUGRSSIMSBIL 6T, GTL L

wenmFClFTsv pewmenwiujip (2FA)
QFwsvLIBH)SHImIEsiT-

@)ewewtiLs GDmeuTaflsartev,
LVaTSTLOTET &L_6FCIFTHHemar
sTeflFlev 2ardlds (LpigujLb.
BTG SV 2_6iTaT 2 _MHBiIg6iT
HETSHGHBEMETLI LITSHISHTLILISN S,
auellewLOWITEIT HL_6)|FGlFT6Vsm6VL
LweTURS SI0UG| SjeuFwIom@Lb.
auellemLOWITEIT L6 FOlFTEVVTEIT S,
HeTTEHa|h (GHDBSLIL FLD

12 6T(W&GI5H6T) FTHDSTHELD
3) (555 CeuenTHILD.

ausllsniowiTer, Blenarails)
MUSHHIECBTeTUBH D) eTarflSTer
BLFO\FTDHHEHET 6TLILILG
2_(HEUTEE6UZI STRTLIENS

@uIGUT g HHMIEC\ETSTCaITLD:

2 BISEHSHH SH6vlldGIaILTs

@) w&HlstT, 2_missT Blemswralln@
sTOMZI6L QUBHHHITD gobgl LV
SBD& Cnul L GFThHaHemerd
Caibols(HBI%6T. 2 _BISsT GlLwiT,
LGS sTewdT LHMILD LIMBHS
Cadl Gursstm BHevfllii’ L
BHHEUVHENENT, HL_6)FGFTMHH6 M6V
LweSTLB\G ST T 6.
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Gunakan campuran huruf
besar dan huruf kecil,
nombor atau simbol.

CuOlrWdgIH6T LHMILD

AN (s gIHefleT Hevemea,
6TERTHEIT H)6V6VG| FledTeuTBI% 6Ll
L eTUBHSHIBIH6T.

learnttoRIDEabicycleat5

Gunakan kata laluan
berbeza untuk
akaun-akaun dalam
talian anda.

Untuk langkah keselamatan
tambahan, aktifkan 2FA untuk
akaun dalam talian anda,
termasuk e-mel dan media
sosial.

Ini bermakna bahawa anda
perlu mengenalpasti identiti
anda dengan memberi:

DENGAN
D I 63T

SESUATU YANG

ANDA KETAHUI
(Kata laluan)

2 _mI%HEHSHSHH
Oilbs
S| LDFmBIGET
(sL_6yFQFT6L)

2 _migefler @) enewruid

H T &HDBEHDHF 6leusuGeum)
HL_6YFOlFTMHHEmETLI
LIwIedTLI () & &1 MBI H61T.

LO\GIT AT EhF 6V, FOLPTS 26L&
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& 6T & FHBEVHBGd Fn(h)3BH6V
UTSHISTOIL JbFTE, I oL
LMD FCIF TSV (LPEw M 6w WiujLb
(2FA) QFwsvLI(h)S GBI 6iT-
SL1LIg QeTHT6V 15 BId6IT

2 misenerl) Lilesteu®id suflulley
v wrerliLhdSld Gl msirar

CouelT(HLD 6TEITM| T HGHLD:

ATAU
9|6VVGI

(Kata laluan sekali daripada
token 2FA)

(Biometrik)

(B)rievL wewmFGlFTeL
PN EHHTET FIT 56T 5360 (bS5
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Kenal pasti tanda-tanda
percubaan memancing data
(phishing), seperti pautan-pautan
yang mencurigakan, untuk
melindungi diri anda daripada
penjenayah siber.

Pemancingan data adalah kaedah
yang digunakan oleh penjenayah
siber untuk mendapatkan
maklumat peribadi dan kewangan
anda menerusi penipuan, seperti
butir-butir pengesahan, nombor-
nombor akaun bank dan kad
kredit anda. Mereka menyamar
sebagai individu yang boleh
dipercayai atau pertubuhan yang
bereputasi baik melalui saluran
seperti e-mel dan aplikasi mesej
segera. Sebaik sahaja penjenayah
siber mendapatkan maklumat
peribadi anda, mereka boleh
menggunakan akaun-akaun dalam
talian anda, bahkan juga
menyamar sebagai diri anda
untuk menipu orang lain.

Untuk mengelak diri anda
daripada menjadi mangsa
serangan percubaan memancing
data, belajar mengenali tanda-
tandanya. Sekiranya anda berasa
ragu, hubungi syarikat yang
berkenaan secara langsung untuk
mendapatkan penjelasan, tetapi
jangan gunakan maklumat
hubungan yang diberi dalam
e-mel tersebut. Jika tidak, padam
e-mel tersebut dengan segera.
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@) ememTiLids @mHmeuTeflser, 2_nideler
H@USlewd alleuTnidssir, 6umnidlds
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BHBEUVHEETLI GILIMHMIFH6STEHTL SIID,
2_BIG6IT6HT (36T H6WOTdh:&HBHEEITL
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Guimsv gysiroTmrL_L1d ClFuig)
LOMMEUTHEHETU|LD 6TLOTMMEVTLD.
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Anatomi e-mel memancing data
BHMNVHMTSH H(HHI CorsFiy lsTerehasv LI
Bolehkah anda mengenali tanda-tanda percubaan memancing data?

2 _RBIGETTEY $H6UVHW6NS Hl(HHILD CLoTFigd GIFWIeVS EHd: @MW
W GDlsewens HessrL_pBlw (plgSmeT?

o [ ) [URGENT] CLAIM YOUR GIFT CARD OR ACCOUNT WILL BE DEACTIVATED

From: SGSHOPPING <sgshopping@s1231.net> 1
Date: 11 April 2018, 12:42 AM
To: John Tan

Subject: [URGENT] CLAIMYOURIGIET:CARD OR ACCOUNT WILL BE DEACTIVATED (2)

L= UCER B Gift-Card-Redemption.exe (150kb)[ 6]
Dear John,

3
Congratulations! We are pleased to inform you that you have/won a $100 gift card
for our monthly lucky draw! www.253749.co/du3iFk | 1

Qsimply log on to www.sgshogging.comk fill up the attached document with your
NSRRI N E e siale [N H to claim your gift card. ‘

Failure to claim your prize
of your account.

Sincerely,
Customer Service

. [URGENT]

www.paypal.com CLICK Now!!

http://www.paypal.com

Maklumat yang Bahasa yang mendesak Janji ganjaran
tidak sepadan dan atau mengugut yang menarik

mengelirukan S[UFTLDTET 6DV HeUTFASHTiomesT

CUTGHSTS LoHILD OFHMISSILD Clou@GLodloHemerd,
SUDTS PIBL S55F 141 quepsullsorer Qomflepw SHASTH_SHTaursid
BHHEUVS6T LGS TLI(H\S 516D 9fellHBeD

Permintaan

E-mel yang tidak Lampiran yang
maklumat peribadi

dijangkakan mencurigakan
THTLITTTS FhCos5S M@ M

LOebTeaTEhFEUSET LiesTesflemessTLiLjassir

QraAuSseTenio suTiiihd
BHHEUDHEN6ITd CHIT(HSH6V




